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OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE

Focus Areas

Date: November 52013
From: Teresa M.Takai, DoD CIO
e st Michael G. Vickers, USDI
WO 05 513
D O Wi JONT CHErS OF At “The DIZE Council will take the lead for the Department to
ensure seamless integration of the intelligence information
o o capabilities into both the JIE and the IC ITE by coordinating
P Ty e e TS intelligence enterprise IT efforts across the DoD, IC, and with

Initially, the D12E Council will focus on the areas listed below and address technical,

5;’&?5;;%‘13”;?2'2::;: implement the JIE and IC ITE visions i collaboration with O u r I n te rn atl O n al p artn e rS . n

= Tdemity and Access Management + Time Synchrenization

+ Data Tagging. * Collaboration Tocls

+ Content Discovery and Retrieval * Visualization Capabilities
+ Cross Domain * Service Directery

" Do e ¢ Oy Required to enable JIE & IC ITE Interoperability:

Progress updates will be provided to both the DoD CTO Executive Board and the 1C CIOQ
Council at least serni-annually, This memo will be fallowed with 1ailored implementation

s o e ol M e e e D o e « Identity and Access Management
o e e T T 5 -« Data Tagging
e i  Content Discovery and Retrieval
B oo e . Cross Domain
« Domain Name Services
« Time Synchronization
» Collaboration Tools
: * Visualization Capabilities
» Service Discovery

 Cyber Security
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DI2E DoDAF (SvcV-4) Architecture

DIZE SveV-4 DATE: 3 June2013
3.1 Planning and Direction 3.2 Collection 3.3 Proces sing and Fxploitation 34 is, Prediction and Production 3.5 BA Data Dissemination and Relay
3.1.1|Define and Prioritize Requirements 32.1 |Ass et Management 3.3.1)GEOINT Processing SA.ll['J,CI]Nl' Analysis 3.44|MASINT/AQ Analysis 3.5.1| s senuination Management
3.1.11|PIR Manazement 2 1.1|8 ensor Provis ioning 3.3.1.1|Fmas = Rectification i Prod: 3.5.1.1| D¥s semin ation Authonzti
3.1.12|RFI Management 2.1.2|8 ensor Registration 3.3.12|FMV Geoprocess ing Feporting § ervices 3512 Paclage Product
3.1.2| Planning 2.1.3|8 ensor Cross Quening AQ Processing Production Woddlow 3.5.1.3| Tear Line Reporting
3.1.21|Collection Requirements Planning 2. 1.4/8 ensor Command Conversion State Service Dizita] Prod uction 3.5.1 4| Foreiz n Disclosum Management
3.1.22[82ns or Cazloging 32.1.3[8 ensor Aledtine Analytic Decision Support
3.1.23|8ource Selection 3.3.2|SIGINT Proc essing 3461 Timelines Analysis
3.1.24|Exploitation Planning 3.3.21|8iznal Pattemn Recognition 34 17MTI Trackng 3.462|8tructured Anatytic Technigues
3.1.25| Tarzet planni 3.3.3| CVHIMINT Pr i 341 8(Top hical Survey 3.463| A mument Mappine
3.1.26| Weather Effect Planning 3.3.31|Source Management 341 8[Avtormmtic Tarpet Recognition 3.4.64| Altemative Future Analysis
3.1.3| Asset Reporting 3.3.4|Data itation 3.41.10[Sensor Modeal Instan tiation 3.4.65|Link Analvsis
3.131|Asset Status § urmmary 334]1|Lansuage Translation 3.4111|GEO-Cakeulations 3.4.7|Modeling and Simulation
3.1.32[Asset Discovery 3.3.5|MASINT Processing 34.2|SIGINT Analysis 3.4.71|War Gaming
3.1.4|Tasking Request 3.3.6(Targetine Pr i 342 1[3IGINT Analvsis and Reporting 34.72(8 t
3.141| Tasking Messaze Prepamtion 3.3.61|Tarzet Manazement 34.2.2[Emitter Correlation 3.4.73|Model Building
3.142[Task Asset Request 3.3.62| Target Data Matrix 34.2.3|Emitter Geolocation 3.4.74[Sensor Modeling
3.1.5|Sensor Web Enahl it 3.3.63| Tarset Validation 3424/COMINTE s Anatvsis 3.4.75| Tarzat Solution Modzling
3.1.51(3=ns or Observation 3.3.64| Tarzet Folder 343 [HUMINT Analysis 3.4 76| Orhestration Modeling
3.152|8ens or Panning 3.3 65| Target List 343 1|Entity Linkages 3.4.8| Analysis Suppart tn C2
3.3.66| Tarzat M tion 34.3.2[Entity Activity Pattems 3.4.81({Onier of Battle Analvsis
3.3.67|BDA/CDA 34 .33 (Identity Disambiguation 3.4.82|Intelligence Preparation of the Battlefisld
3.4 83| Mission Planning/Fore e Eecution Suppost
2.1 Collah ive Infr ion Frod 2.2 Visualizati 2.3 Dats-Content Tis covery 2.5 Data Mediati 2.7 Data Bandline
2.1.1{Information Boards 22.1 [Web Visualization 2.3.1[Search 1.5.1 |Data Preparation 2.7.1 | Content Management 2.7.2| Data Quality
2.1.1.1|Bulletin Board 221.1|Web Browser 2.3.11|Content Ssarch 1| Content Repository 2.7.2.1| Data Quality Definition
21.12{Wild 22.12|Widzet Famework Content Naviz ation 2.7.2.2| Data Quality E i
2.1.2 | Environment Shari 222, ic Visualization 2.3.2|SearchM ement and Enhancement Object Processing 2.7.2.3{Data Quality Measumment
2.1.21|Desktop Sharing 2.3.21[8=arch Criteria Manazement 4| Object Folders 2.7.3| Records Management
2.1.22(Whiteboand 23.22|Query Results Managenent Managed Content Discovery 2.7.3.1Record Annotations
21.23[Web G ing/VIC 22.3 |Analytics Vis ualizati 25.1.6|Data De Dugplication 6| Content Ven ioning 2.7.3.2Record Auvthonities
2.1.3| Collahorative Messaging 223.1[Analytic Rendering 24 Data Access 2.6 Data Analyties L7 Object Rl hip 2.7.3.3|Record C; i
2.4.1|Retrieve and Deliver Data 2.6.1 [Data Enric hment B[ Content Policy 2.7.3 4 Record Dispos itions
2132 Avdio messaging 24 11|Retreve Content 26.1.1(Entity Eaxtmction 2.7.3 5| Record Documents
2.1.33|E-Mail 2.4.12|Deliver Content 261 ‘!Fn tity Association 2.7.3.6{M: d Records
2.1.4|Social N, Jei 2.4.2|GEOQSPATIAL DATA 26.1.3|Caterorize Content 2.7.3 7| Record Quary
2141 |Shared Calendaning 2421|Web Coverage 26.14[Data Commenting 2.7.3.8[Record Authentications
2.1.42| D cussion Groups 2422 Web Feature 2.7.3. 9 Record Attribute Profiles
2.1.43| Community of Interest find 2.4.23|Web Map .7.3.10| Chanze Azent
1.1 Enterprise M: 1.2 G iality, Inteerity, Availability 1.3 Service M: 14 Services O ation
1.1.1| Metrics ement 1.1.4 |Event Notification 1.2.1|Hentity ement 1.2.7|5 ity Metadata ement 1.3.1 | Service Dis covery 1.4.1{Orches tration Planning
13.11|8ervice Inguiry 141 1| Matchraking
1.2.2| Attribute ement 13.12|8ervice Subscription 141 2 Optimization
1.1.2| Trans lation and Sync hronization 1.2.2]1|Resource Attribute Access 1.2.8 |Digital Policy ement 13.15|Service Publishing 1.4.2| Orches tration Execution
1.1.2.1| Domain Name §vstem (DINS) 1.2.3| Access Management | 12.8.1[Securty Policy Access 1.3.2 | Service Artifact Disc overy 142 1|Eecution Engine
1.1.22| Tine Synchronization 1.2.31|Policy Decision Point 1.2.9|System and Consnunication Protection 13.21|Service Astifact Inguiry 1.4.2.2|Protocol Mediation
1.1.3[Enterprise Administration 1.2.32|Policv Enforc ement Point 12.8.1|Vulnerability ting 1.3.22|Service Astifact Subscription
1.1.3.1(Fault Dietection 1233\ Access Control List 12.8.2[Intrusion Detection 1.3.23|8ervice Artifact Publication
1.1.32(Fault Isclation 1.2.4|Credential 133 |Service ation. ement
1133[8ite Monitoring 1.2.41|8ecunty Tolken 1.3.31|8ervice Confiz vmtion Identification
1.2.5| Authenti ement 2 1.3.32|8ervice Confiz uration Contmol |
Secusity Cortificate Validation 1333[Sarviee Confiz umation Verifiation and Audit 1-26 [ 1]
aphy emant
27 — 50

Adopt JIE & IC ITE Services First and Vet Exceptions through the DI2E Council
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Focus Areas Aligned to Top 50

Touch Points DI2E SwcV-4 Function Touch Points DI2E SwcV-4 Function

Domain Name Services 1.1.2.1 |Domain Name System (DNS) 2131 |Instant Messaging
Time Synchronization 1.1.2.2 |Time Synchronization Collaboration Tools 2121 |Desktop Sharing

1211 |Local Identity Management 2.1.2.3 |Web Conferencing

1.2.1.2 |Resource Policy Management 1.26.1 |Audit Log Management

1.2.1.3 |Authentication Service 1.2.6.2 |Audit Log Reporting

1.2.1.4 |Policy Decision Point 1251 [Wulnerability Reporting
Identity and Access 1215 [|Policy Enforcement Point Cyber Security 1.25.2 []Intrusion Detection
Management 1.2.1.6 |Policy Access Point 1.25.3 [|Intrusion Prevention

1.2.1.7 |Security Token Service 1254 | Virus Protection

12.1.8 |Security Token Validation 1.2.3.1 |Encryption/ Decryption

1219 |Federation Service Management 13.1.1 |Service Inquiry

1221 |Resource Attribute Access 1.3.1.2 |Service Subscription

2311 |Content Search Service Discovery 1.3.1.3 |Service Publishing

2.3.1.2 |Brokered Search 1.3.21 |Service Config Identification

. 2.3.1.3 |Retrieve Content 1.3.2.2 |Service Configuration Control

Content Discovery and - —_—
Retrieval 2.3.1.4 [|Deliver Content 2411 |Schema Validation

2.3.1.5 |Describe Content 24.14 |Schema Transformation

2316 |Query Management 2412 |Data Validation

23.1.7 |Query Results Management Data Tagging 24.1.3 |Data Transformation

2212 [|Widget Framework 1241 |Data Security Marking
Visualization Framework 2241 |COP/UDOP 1.2.4.2 |Security Label Format Validation

2.2.2.1 |Geographic Inforamtion Display 1151 |Global Unigue Identifier

Cross Domain 1.2.7 Cross Domain
NRO Funded & Directed to Coordinate & Work these Areas

UNCLASSIFIED 5
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DI2E Framework Process

, Conform to a community-defined framework utilizing
| the DI2E “clearinghouse” established and monitored
by the DI2E Council, and funded by USD(l)

Ensure that DI2E framework services are IT
platform agnostic

Widget & Core Service
App Factlories Factories

Standard Acquisition

v’ Designed to address their
own needs

v’ Software components “hard-
wired” together

v Vendor lock-in

Governance Manages

Standards Based Services | Reference

Implementation
Profiles

Many Service
“Factories”

7ﬁFrame\.'mrk Communicates
How to Burld the Services
s Provide Services

e Not Compatible
* Not Reusable
* Not Interoperable

Process Portfolio Management  Complience J

| DI2E Governance |

Framewaork (Architecfure, i Enterprise Grade
Guidebook, Standards, efc.) Services . Improved Acquisition
Services Tested for (DI2E Framework)
Services are Shared Conformance and Integration
Services are Used Re P

Met.rlcse‘Ratlng!Usage

& | Lifecycle
Management

Feedback Loop

v" Componentizing to
enterprise-grade

e Compatible
* Reusable
* Interoperable

Benefits to the BA Portfolio DI2E Framework Acquisition

v’ Greater Reuse v’ Separating data, apps, core
v Improved Agility & Speed to Market services, visualization, etc.
v’ Cost Savings v’ Enables a true service-

v Enhanced Interoperability oriented architecture (SOA)

v’ Assured Tiered Accountability

DI2E Framework: A New Acquisition Model Driving Greater Efficiency, Reuse, and Interoperability
UNCLASSIFIED U
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Key Points

We are focused on ...

— Teaming together at the technical, policy and

leadership levels to build an effective, seamless
Enterprise

— Providing innovative solutions for our forces deployed in
combat operations and addressing the challenges they face

— Making the existing DI2E more Effective & Efficient

e Services & Agencies maintain responsibility for

— Execution of their assigned missions

— Implementation of the DI2E framework into their architecture
and

— Ensuring information flows freely across the enterprise

e Thisis a Community Effort
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Questions

UNCLASSIFIED 8
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